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e ChatGPT Plugin Vulnerabilities- Chat with Code: Embrace the Red

e ChatGPT Cross Plugin Request Forgery and Prompt Injection: Embrace the Red

¢ Not what you've signed up for: Compromising Real-World LLM-Integrated Applications
with Indirect Prompt Injection: Arxiv preprint

e Defending ChatGPT against Jailbreak Attack via Self-Reminder: Research Square

e Prompt Injection attack against LLM-integrated Applications: Cornell University

¢ Inject My PDF: Prompt Injection for your Resume: Kai Greshake

o ChatML for OpenAl API Calls: GitHub

e Not what you've signed up for: Compromising Real-World LLM-Integrated Applications
with Indirect Prompt Injection: Cornell University

¢ Threat Modeling LLM Applications: Al Village

e Reducing The Impact of Prompt Injection Attacks Through Design: Kudelski Security

e Universal and Transferable Attacks on Aligned Language Models: LLM-Attacks.org

e Indirect prompt injection: Kai Greshake

o Al Injections: Direct and Indirect Prompt Injections and Their Implications: Embrace the

Red
LLMO02: AZ2a9 L4 (Insecure Output Handling)
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https://embracethered.com/blog/posts/2023/chatgpt-plugin-vulns-chat-with-code/
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https://kai-greshake.de/posts/inject-my-pdf/
https://github.com/openai/openai-python/blob/main/chatml.md
https://arxiv.org/pdf/2302.12173.pdf
https://arxiv.org/pdf/2302.12173.pdf
https://arxiv.org/pdf/2302.12173.pdf
http://aivillage.org/large%20language%20models/threat-modeling-llm/
https://research.kudelskisecurity.com/2023/05/25/reducing-the-impact-of-prompt-injection-attacks-through-design/
https://llm-attacks.org/
https://kai-greshake.de/posts/llm-malware/
https://embracethered.com/blog/posts/2023/ai-injections-direct-and-indirect-prompt-injection-basics/
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¢ Snyk Vulnerability DB- Arbitrary Code Execution: Snyk

e ChatGPT Plugin Exploit Explained: From Prompt Injection to Accessing Private Data:
Embrace the Red

e New prompt injection attack on ChatGPT web version. Markdown images can steal

your chat data.: Medium

e Don’t blindly trust LLM responses. Threats to chatbots: Embrace the Red

e Threat Modeling LLM Applications: Al Village

e OWASP ASVS -5 Validation, Sanitization and Encoding: OWASP

LLMO3: iJll&&4iEiRsS (Training Data Poisoning)
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https://security.snyk.io/vuln/SNYK-PYTHON-LANGCHAIN-5411357
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://systemweakness.com/new-prompt-injection-attack-on-chatgpt-web-version-ef717492c5c2?gi=8daec85e2116
https://systemweakness.com/new-prompt-injection-attack-on-chatgpt-web-version-ef717492c5c2?gi=8daec85e2116
https://systemweakness.com/new-prompt-injection-attack-on-chatgpt-web-version-ef717492c5c2?gi=8daec85e2116
https://embracethered.com/blog/posts/2023/ai-injections-threats-context-matters/
https://aivillage.org/large%20language%20models/threat-modeling-llm/
https://owasp-aasvs4.readthedocs.io/en/latest/V5.html#validation-sanitization-and-encoding
af://n123
af://n124

RS ARREENE, RAEN) GRS SRR HIEMRAOTINGED. —RRIATS, SNEREERE
IRFEESNNG, EAERNEIEETAEHEAESRREIEAS SR, MEERESAIESEMN

o
A =
° WHEEBHRFNFHECIETEXMHELLMIILZG, B B 7 SUESH (Split-View
Data Poisoning) FIELGEIESZ (Frontrunning Poisoning)
» WEEERBAEEATINIIER)|IGHIREF
* APAHIBHRBEERET ENTMRE)|4GIiE+
751 EEBLRTARS) | SRR EERIE
o FRBIRIEREEEASA TS ERE RS AR R L £/ I4E0E
o AEXMERT, —PAPRENBATSESHIERENS S — N AFRE
» FrE. BUEFM—RAFBNIERIIX—RENNE, BNSERELLMEHNEEERET
i)l 5 F2RT
BhiEN 7T iE

SOUR) || SR BRI 5%, FrRl 2E/NEREABEYER T, ERHEE'ML-BOM” (Machine Learning
Bill of Materials, H28ZIYRIER) HiEURIIEER-R (model card) SRAEFIER

(attestation)
SOUEFET) 14, ROBAFIER A M ERENAY B iU RA I S EUEN ERSIEM

ELLMBIRPILAR AR R I FRRE s, B A RRY) I EEES R AR BAIBIE R EAME
B, DIRIEEE ARG el E RSN R Az A

HiREE MEEHIEERBAIDTEIIRE, LRGSR NS MOSEEIR-PHTEEE

XHFE I EURE AR RS A S EEGANTIERE, LIEHERAUERNSE. PR
& (data sanitization) 73i%, HINFETHEEHERNNISEGNITE, LAQNFRFREERAZM
RS RERIRI I AR,

SHUEEMRAR, FIANEXFEES] (federated learning) FN£J5R (constraints) , LAR/IMEREE
RO, ERXIHIIGR, LUEIERASS) |G E RIS R .
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o WE{RENN (skewed responses) HJ¥E, EEHEEREE

o fERATEREIE (a humanloop) MfENENF#HITEHIT
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https://github.com/GangGreenTemperTatum/speaking/blob/main/dc604/hacker-summer-camp-23/Ads%20_%20Poisoning%20Web%20Training%20Datasets%20_%20Flow%20Diagram%20-%20Exploit%201%20Split-View%20Data%20Poisoning.jpeg
https://github.com/GangGreenTemperTatum/speaking/blob/main/dc604/hacker-summer-camp-23/Ads%20_%20Poisoning%20Web%20Training%20Datasets%20_%20Flow%20Diagram%20-%20Exploit%201%20Split-View%20Data%20Poisoning.jpeg
https://github.com/GangGreenTemperTatum/speaking/blob/main/dc604/hacker-summer-camp-23/Ads%20_%20Poisoning%20Web%20Training%20Datasets%20_%20Flow%20Diagram%20-%20Exploit%201%20Split-View%20Data%20Poisoning.jpeg
https://github.com/GangGreenTemperTatum/speaking/blob/main/dc604/hacker-summer-camp-23/Ads%20_%20Poisoning%20Web%20Training%20Datasets%20_%20Flow%20Diagram%20-%20Exploit%202%20Frontrunning%20Data%20Poisoning.jpeg
af://n152
https://github.com/azshue/AutoPoison
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CS324 - Large Language Models: Stanford University

How data poisoning attacks corrupt machine learning models: CSO Online

Tay Poisoning: MITRE ATLAS

PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake news:
Mithril Security

Inject My PDF: Prompt Injection for your Resume: Kai Greshake

Backdoor Attacks on Language Models: Medium

Poisoning Language Models During Instruction: Cornell University

FedMLSecurity: Cornell University

The poisoning of ChatGPT: Out of the Software Crisis

Poisoning Web-Scale Training Datasets: Nicholas Carlini | Stanford MLSys #75

OWASP CycloneDX v1.5: OWASP CycloneDX

LLMO4: 1EBYE4BRSS (Model Denial of Service)
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https://stanford-cs324.github.io/winter2022/lectures/data/
https://www.csoonline.com/article/3613932/how-data-poisoning-attacks-corrupt-machine-learning-models.html
https://atlas.mitre.org/studies/AML.CS0009/
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news/
https://kai-greshake.de/posts/inject-my-pdf/
https://towardsdatascience.com/backdoor-attacks-on-language-models-can-we-trust-our-models-weights-73108f9dcb1f
https://arxiv.org/abs/2305.00944
https://arxiv.org/abs/2306.04959
https://softwarecrisis.dev/letters/the-poisoning-of-chatgpt/
https://www.youtube.com/watch?v=h9jf1ikcGyk
https://cyclonedx.org/capabilities/mlbom/
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flgn, fERiEAYSourcegraphZ S, ERITHBERAMENEERINIDSERKENAPIESR
R, AMEEERARESERKETESEIRSS .
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¢ LangChain max iterations: Twitter/X

e Sponge Examples: Energy-Latency Attacks on Neural Networks: Cornell University

o Denial of Service Attack: OWASP

e Learning From Machines: Know Thy Context: Luke Bechtel

e Sourcegraph Security Incident on API Limits Manipulation and DoS Attack: Sourcegraph

LLMO5: {Hivi%iEsstE (Supply Chain Vulnerabilities)
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o (FMEEEIEREAMANR, SIEEFFIREFABR, REMATEEAHNE
AT EBRRKIT NS

FIFSBOM (Ex{4#1#1i55R, Software Bill of Materials) #EP—MAMER, BHLLEEEHIE
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https://twitter.com/hwchase17/status/1608467493877579777
https://arxiv.org/abs/2006.03463
https://owasp.org/www-community/attacks/Denial_of_Service
https://lukebechtel.com/blog/lfm-know-thy-context
https://about.sourcegraph.com/blog/security-update-august-2023
af://n265
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WEENRZZIERIPYthonEERNR RS, XESHE—ROpen AR AET
WEERMT—ILLMIES, BT ERME, ERSERF SRR REE

& T APy PR B EMERREIMEEFT K AR FEZ R B A SRR R R R R+
Y. XE— P ESERIEA

WEEEXN T —MNFTBENTIGER, UsIE—N a1, £RERER. WmIISESEE—
BEMIH E (FliNHugging Face) , 2 EEFEH

WEEEMBRREREN T AT BRIEES, LEEeIEE
HNE MEFEAR. FEATE) TSR THEEE. HEERE, SRR

EERER TEFERFEM (T&Cs) LIRIERARER, EXRBFBEHEEAGER (optout) NAEEHE
HHATIREY) |1, XSEBUREIRINICH (memorization)

SEE

ChatGPT Data Breach Confirmed as Security Firm Warns of Vulnerable Component
Exploitation: Security Week

Plugin Review Process: OpenAl

Compromised PyTorch-nightly dependency chain: PyTorch

Failure Modes in Machine Learning: Microsoft

ML Supply Chain Compromise: MITRE

Transferability in Machine Learning; from Phenomena to Black-Box Attacks using_

Adversarial Samples: Cornell University

BadNets: Identifying Vulnerabilities in the Machine Learning Model Supply Chain:

Cornell University

VirusTotal Poisoning: MITRE

PoisonGPT: How we hid a lobotomized LLM on Hugging Face to spread fake news:
Mithril Security

Army looking at the possibility of ‘Al BOMs: Defense Scoop

LLMO6: SiE{ERiltEE (Sensitive Information Disclosure)

B RIE
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BRGAE), FRFRERIE. AERIAR it 2R,
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https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-component-exploitation/
https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-component-exploitation/
https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-component-exploitation/
https://platform.openai.com/docs/plugins/review
https://pytorch.org/blog/compromised-nightly-dependency/
https://learn.microsoft.com/en-us/security/engineering/failure-modes-in-machine-learning
https://atlas.mitre.org/techniques/AML.T0010/
https://arxiv.org/pdf/1605.07277.pdf
https://arxiv.org/pdf/1605.07277.pdf
https://arxiv.org/pdf/1605.07277.pdf
https://arxiv.org/abs/1708.06733
https://atlas.mitre.org/studies/AML.CS0002/
https://blog.mithrilsecurity.io/poisongpt-how-we-hid-a-lobotomized-llm-on-hugging-face-to-spread-fake-news/
https://defensescoop.com/2023/05/25/army-looking-at-the-possibility-of-ai-boms-bill-of-materials/
af://n336
af://n337
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o LLMAERXIHIH RIS B RISZANTIE
o LLM7E)IIZRI eI BURER AL T IZIIEEEICIZIE (memorization)
o HBFLLMIERE., BEFHRFMLAETER SEREENRINTE
BhiE s &
o EERFROHIEIESL (sanitization) FIEIE (scrubbing) #AK, 7E)I14MTRH LB SUEHNIREY
HUE, EEANPLIEEEEIEEHA
o EFEHEBENEUIRIIAEERET: (AIXNTFESE 2 aiaiE BT N ERRER)

o TEMEEIERTHRM ARV AEEEETERAFER. Eit, NAXLLMNAR/IMIRER
Ty

o XPAMNEEUEIRAYSE (FEIE1THIRYEUREME, orchestration of data at runtime) RNZZE!PRH|
o XYHMEREUEIRR I ASATIA AR H A, HREBTEN BRI T 2R 5
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* FRBRIGIZRFPESLLIMNREFHTIFEERER, LLIMBESR T FEEMBFAIEE

o WHEEBIHURIT—ERR, SILLMRIBATIRISML, EEEEGXNAEFEMAFN
BRER (P, NMAFRBIER)

o ANAZE, 0PI, ESEUEIREISES, BARRTRPASNRE, BEARMTLIMEA
FEFFRORER. IXFMIBETREIEIN DARPERME ARSI
SEHE

e Al data leak crisis: New tool prevents company secrets from being fed to ChatGPT: Fox
Business

e Lessons learned from ChatGPT's Samsung leak: Cybernews

e Terms of Use: Cohere

e Threat Modeling Example: Al Village

e OWASP Al Security and Privacy Guide: OWASP

e Ensuring the Security of Large Language Models: Experts Exchange

LLM07: AZ2i9iEEiR1T (Insecure Plugin Design)

EFRIE

LLMIGHRY R, SIS, SERFEEEREEENER. HEEEMTFaNEl], NAEFA
BERIEIERIT, FIRIRE RS —75EER. b, BHRAIRES NER SR EEEN B RN
KN, A TIIEEERBMOELIGNE ERIRNRS, XEEREREEJLME— N ERIRRK
EETEY, FTRESESHMARERERNTA, EEEEATEAEIIT.
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https://www.foxbusiness.com/politics/ai-data-leak-crisis-prevent-company-secrets-chatgpt
https://cybernews.com/security/chatgpt-samsung-leak-explained-lessons/
https://cohere.com/terms-of-use
https://aivillage.org/large%20language%20models/threat-modeling-llm/
https://owasp.org/www-project-ai-security-and-privacy-guide/
https://www.experts-exchange.com/articles/38220/Ensuring-the-Security-of-Large-Language-Models-Strategies-and-Best-Practices.html
af://n384
af://n385
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BHER N NAFRTIEZMESH, MARDIEZAEIMASEL,
TRIHRZRETTSR, MARSH, XEFHFEIUBSEENRERE
TEHERIRIA SQL BRIZIER, MARSE

BT R B E R HE TR AYIER T

TEISETE LLM AEUATEHAFEIR, AEAFEIYNRRIER Pl LTS RAYHE
i3

BhiET5 %

TESRHITRNS RN, FRMARTREITTRENGE, MERREXE, MEIN—1EZ
E£EULER (asecond layer of typed calls) , &R TIE (validation) FIiEHE
(sanitization) ; MRV TUEZEHFAIBAN, LRFEEEURRSEEEHEMER;
TR ARMEIEOWASPRIEERIY, FRAASVS (RIFFEFZEMIIEE) MRS ZHAYENIGIE
FEL

TR THRAE SIS, LARRIEHAVIGIE. T ARG ERSSEARERLZ S
(Static Application Security Testing, SAST) $HELARNESFIREMAEFRFMA (Dynamic and
Interactive application testing, DAST, IAST)

HRfH N 1B A B/ VR BR R

TN S ERIESNBHIIENE, flZNOAuth2, LEsh, RIfEF AP BRANEE ISIURSIRM
LT, XEERRRIRBEFESE (the plugin route) TIAZRVARIRZEZAF (the default

interactive user)

XHEURAIRIHEE, NSERBFETFIIA

WiEin=

—/MEHHERZ SQL WHERE FaIfEAERITIERS, ARISHEMIIIZLDIE SQL . XEEREERE
#1T SQL I

—MEHEZ— P ARET TR EESIUBARIR D FRB. WEBREEOEIENER R, U
MREBEPHTNR, A, WEEFACHNBE=SREFTRE, HTEEINUEARE
—MEGHES—ER URL, FHER LLM $5iZ URL 5E%EE, LIRBRSTUR, XETURESH
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ChatGPT Plugins: OpenAl

ChatGPT Plugins - Plugin Flow: OpenAl

ChatGPT Plugins - Authentication: OpenAl

Semantic Search Plugin Sample: GitHub

Plugin Vulnerabilities: Visit a Website and Have Your Source Code Stolen: Embrace the
Red

ChatGPT Plugin Exploit Explained: From Prompt Injection to Accessing Private Data:
Embrace the Red

5 Validation, Sanitization and Encoding: OWASP

4.1 General Access Control Design: OWASP



af://n388
af://n400
af://n414
af://n422
https://platform.openai.com/docs/plugins/introduction
https://platform.openai.com/docs/plugins/introduction/plugin-flow
https://platform.openai.com/docs/plugins/authentication/service-level
https://github.com/openai/chatgpt-retrieval-plugin
https://embracethered.com/blog/posts/2023/chatgpt-plugin-vulns-chat-with-code/
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://owasp-aasvs4.readthedocs.io/en/latest/V5.html#validation-sanitization-and-encoding
https://owasp-aasvs4.readthedocs.io/en/latest/V4.1.html#general-access-control-design

e OWASP Top 10 API Security Risks - 2023: OWASP

LLMO8: ZERIBEFEIN (Excessive Agency)

EFRIE

ETLLMPRGEEAEFAEWR T —ER B EN——SEMMRFEROFRIERTREYTHRIBES.
REVEFRIPLINEE R FTRERITALLM IR, LIRIEMAR R ELLIMBHSHE. TEEENRRE
BATFLIMRFZEERI K, SHLLMELIEIM &G AT REE I THIREER(E,

A =2
o HEFARMBRARE=IERE MRS, BRESETEFNENSE, ERE/BHDATHLLMEA
£
o LLMRERILAGAE— M EEEATERIIIRERIEMS
o —NEBHMEIIRERILLMIEHREEIEMITIRA S ZIMUBAIES, XL A< TN AEFIIR
HRERIREARVER, fla0, BFET—MEEshellSHEGREGEIIELEE hshelliSRIH,
17
BhiT5 i
o IREETERIVERERN
o RABEEBFTHGEIIIEE (FINiEfTshelllZ, FREXURLSE)

o REAFENNEETE, UBRAERBFITIRFESERPIN NERAFLIZEERFNLE
T ARRPRAT

o HENBERFTLEREN, MARKMLLMEREZSVHRE
o UtHh, EEFELLMAEMGHED. PREBR(FEESHEEAELINE, BrLMHERERE

iEins
— A BREIGIF -

—MEFLIMEN ABIF N AR R B HRE T N ABBFEAIRER,  LAE RS ESWAFE R AOBR7
A. FEIULINEE, EMHEHFEEFIZREMAAIEES, BRGEFRAREEERIHEHER 2 RIXMR
HaITRE. LLMBZZRERRRENBGERIER, TSR GEMERIRLLM, EE A< EREHE
AR AIEEREThRE, MRFRIBRFEAIERIRAR .

AJLABE LA R UBERIXFRER: () BT ERURMHAMAIEIIRERE SRR ZRITIRE, (b) BT
EROAUthKIEHITHNIGIE, BEARIENIEE, KEMRISAISIR, /8 (o) BEERBFFNH
ZHRELMBHEENESHIMERERIZNEEN. 8FE, TR LIBTEAERMHZEO_E SRS
PRABUSEIRIERHIIRE.

SEHE

e Confused Deputy Problem: Embrace the Red

o NeMo-Guardrails Interface Guidelines: GitHub

e Human-in-the-loop Tool Validation: LangChain

e The Dual LLM pattern for building Al assistants that can resist prompt injection: Simon

Willison


https://owasp.org/API-Security/editions/2023/en/0x11-t10/
af://n442
af://n443
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af://n465
af://n469
https://embracethered.com/blog/posts/2023/chatgpt-cross-plugin-request-forgery-and-prompt-injection./
https://github.com/NVIDIA/NeMo-Guardrails/blob/main/docs/security/guidelines.md
https://python.langchain.com/docs/modules/agents/tools/how_to/human_approval
https://simonwillison.net/2023/Apr/25/dual-llm-pattern/

LLMO09: BE{XiHf (Overreliance)
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e Understanding LLM Hallucinations: Medium

e How Should Companies Communicate the Risks of Large Language Models to Users?:
Tech Policy Press

¢ A news site used Al to write articles. It was a journalistic disaster.: The Washington Post

e Al Hallucinations: Package Risk: Vulcan

e How to Reduce the Hallucinations from Large Language Models: The New Stack

e Practical Steps to Reduce Hallucination: Designing With Machine Learning

LLM10: {&BY%ES (Model Theft)
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https://vulcan.io/blog/ai-hallucinations-package-risk
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https://newsletter.victordibia.com/p/practical-steps-to-reduce-hallucination
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Meta’'s powerful Al language model has leaked online: The Verge

Runaway LLaMA- How Meta’s LLaMA NLP model leaked: Deeplearning.ai

AML.TA0000 ML Model Access: MITRE ATLAS

| Know What You See: Cornell University

D-DAE: Defense-Penetrating Model Extraction Attacks: IEEE

A Comprehensive Defense Framework Against Model Extraction Attacks: IEEE

Alpaca: A Strong, Replicable Instruction-Following Model: Stanford University

How Watermarking Can Help Mitigate The Potential Risks Of LLMs?: KD Nuggets



af://n519
af://n533
af://n551
af://n559
https://www.theverge.com/2023/3/8/23629362/meta-ai-language-model-llama-leak-online-misuse
https://www.deeplearning.ai/the-batch/how-metas-llama-nlp-model-leaked/
https://atlas.mitre.org/tactics/AML.TA0000
https://arxiv.org/pdf/1803.05847.pdf
https://www.computer.org/csdl/proceedings-article/sp/2023/933600a432/1He7YbsiH4c
https://ieeexplore.ieee.org/document/10080996
https://crfm.stanford.edu/2023/03/13/alpaca.html
https://www.kdnuggets.com/2023/03/watermarking-help-mitigate-potential-risks-llms.html
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